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Overview
Applied Risk discovered multiple vulnerabilities in Moxa industrial managed Ethernet
switches. These vulnerabilities could be exploited remotely. There are currently no known
public exploits specifically targeting these vulnerabilities.

Affected products
The following product lines are affected by the discovered vulnerabilities:
Moxa EDS-405A/EDS-408A series managed ethernet switches
The vulnerabilities have been discovered and validated on a Moxa EDS-405A switch running
firmware version V3.4 build 14031419.

Impact
An authenticated remote attacker could compromise the availability, integrity and
confidentiality of a Moxa industrial managed switch, including connected industrial assets.

Background
Moxa is a Taiwan-based company that maintains offices in several countries around the
world, including the US, UK, India, Germany, France, China, and Brazil.
The EDS-405A/408A are entry-level 5 and 8-port managed ethernet switches designed
especially for industrial applications. The switches support a variety of useful management
functions, such as Turbo Ring, Turbo Chain, ring coupling, port-based VLAN, QoS, RMON,
bandwidth management, port mirroring, and warning by email or relay.

Vulnerability details
Privilege Escalation
A privilege escalation vulnerability has been found in the administrative web interface of the
Moxa industrial ethernet switches. A user level account has by default read only access to
the web interface. The check that prevents a user level account from modifying settings in the
administrative web interface could be easily circumvented, resulting in elevated access
privileges.
Applied Risk has calculated a CVSSv2 base score of 8.5 for this vulnerability; the CVSS
vector string is (AV:N/AC:L/Au:S/C:N/I:C/A:C).
Denial of Service
The embedded GoAhead webserver running on the Moxa ethernet switches is vulnerable to
a Denial of Service attack. A crafted URL sent by an authenticated user causes a reboot of
the device.
Applied Risk has calculated a CVSSv2 base score of 6.8 for this vulnerability; the CVSS
vector string is (AV:N/AC:L/Au:S/C:N/I:N/A:C).
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Cross-Site Scripting
A Cross-Site Scripting (XSS) vulnerability has been found in the administrative web interface
of the Moxa industrial ethernet switches. An input field of the administrative web interface
lacks input validation, which could be abused to inject JavaScript code.
Applied Risk has calculated a CVSSv2 base score of 4.3 for this vulnerability; the CVSS
vector string is (AV:N/AC:M/Au:N/C:N/I:P/A:N).

Mitigation
Moxa addressed the reported vulnerabilities by releasing a firmware update for the affected
devices. The firmware updates are available at the following location on their website:
http://www.moxa.com/support/sarch_result.aspx?type=soft&prod_id=4&type_id=4
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About Applied Risk
Applied Risk is an established leader in Industrial Control Systems security. We help
businesses to protect assets and reduce security risk, providing organisations ranging from
Fortune 500 enterprises to small-to-medium sized businesses with the services and solutions
they need to transform the way they procure, build, integrate and manage their critical
infrastructures. Established in 2012, we have quickly grown to become a major cybersecurity
player within the Industrial Automation and Process Control Domain.
For more information, please visit our website at: http://www.applied-risk.com
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