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OVERVIEW
Two vulnerabilities were found in the ABB GATE E1/E2 devices. These findings include a total lack of
authentication for the administrative interfaces on the device, as well as an unauthenticated persistent
Cross-Site Scripting vulnerability.

AFFECTED PRODUCTS
ABB GATE-E2, All product versions
ABB GATE-E1, All product versions

IMPACT
Because no authentication functionality is implemented on any administrative interface, attackers are able
to compromise the availability of the device, by continuously resetting the device and the
integrity/confidentiality of the device, by modifying/reading registers and allowing for the change of
configuration such as the device's IP address.
By inserting a HTML/JavaScript payload in any of the device's properties which are displayed (such as the
description or PNIO Device name) it is possible to display/execute HTML/JavaScript in the browser of
visitors. Given the context of the device, this will most commonly be the plant operators.

BACKGROUND
Pluto Gateway is a unit providing two-way communication between a Pluto Safety PLC and other field
buses. The Pluto Gateway is a compact unit mounted on a DIN rail and can be connected anywhere in a
Pluto Safety Bus. The unit has a common interface with Pluto, i.e. the same cabling, and the Pluto Manager
PC program can be used for servicing and where necessary programming. Normally, however, all the
settings are made via DIP switches, which means that programming tools are not required to put the
Gateway itself into operation.

VULNERABILITY DETAILS
Missing Authentication for Critical Functions
The devices do not allow authentication to be configured on its administrative telnet/web interface.
Access to the administrative interface allows attackers to compromise the availability of the device, by
contiguously resetting the device and the integrity/confidentiality of the device, by modifying/reading
registers and allowing for the change of configuration such as the device's IP address.
Applied Risk has calculated a CVSS v3 base score
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H for this vulnerability.
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Persistent Cross-site scripting
Furthermore, it is possible to inject a HTML/JavaScript payload via both the administrative HTTP and
telnet interfaces that will be rendered when viewing the device's web-portal. This can compromise the
web browser of an administrator visiting the web-portal.
Applied Risk has calculated a CVSS v3 base
AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L for this vulnerability.
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MITIGATION
No official patch has been released for GATE-E1 or Gate-E2 devices.
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REFERENCES
Vendor website
https://new.abb.com/
Product page
https://library.e.abb.com/public/6a7784b73eb66879c1257d400029411b/2TLC172009M0210_E.pdf
ABB - Vulnerability in GATE E2 – No Access Control
https://search-ext.abb.com/library/Download.aspx?DocumentID=2CMT2018005751&LanguageCode=en&DocumentPartId=&Action=Launch
ABB - Vulnerability in GATE E2 – Cross-site scripting
https://search-ext.abb.com/library/Download.aspx?DocumentID=2CMT2018005753&LanguageCode=en&DocumentPartId=&Action=Launch
NIST - CVE-2018-18995
https://nvd.nist.gov/vuln/detail/CVE-2018-18995
NIST - CVE-2018-18997
https://nvd.nist.gov/vuln/detail/CVE-2018-18997
Common Weakness Enumeration (CWE) definition 306
https://cwe.mitre.org/data/definitions/306.html
Common Weakness Enumeration (CWE) definition 79
https://cwe.mitre.org/data/definitions/79.html

CONTACT DETAILS
For any questions related to this report, please contact Applied Risk Research team at:
Email: research@applied-risk.com
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