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OVERVIEW
Five vulnerabilities were found in the Kunbus PR100088 Modbus gateway used in industrial systems to
connect ethernet networks to Modbus networks. These findings include an authentication bypass,
password being exchanged over HTTP GET method, an authenticated Denial of Service and an unsafe
credential storage vulnerability. There are no known public exploits that target these vulnerabilities.

AFFECTED PRODUCTS
Kunbus PR100088 Modbus gateway;
The following versions are affected:


1.0.10232

The vulnerabilities have been discovered and validated in the software version 1.0.10232. Older versions
are probably affected too.

IMPACT
An unauthenticated user can change the admin password, use it to get full control of the device, change its
configuration and then lock the administrator out. An authenticated user can send a malicious request to
the ftp service, stopping the device until the next cold reboot. An attacker able to sniff the traffic would be
able to get any password used for login. An unauthenticated user can see and change the Modbus register
value via the web interface and reboot the device with a simple command, creating a denial of service.
Finally, an attacker could change the Administrator password to the default one, to trick the operator to
input back its password that he could in return recover via the ftp service.

BACKGROUND
Kunbus designs and builds industrial device and modules to interconnect network using different types of
technologies and protocols. Such devices are typically found in a variety of industries ranging from
manufacturing to the utilities sectors. The impact of exploiting this device in a live production environment
could result in the manipulation or denial of process control communications.

VULNERABILITY DETAILS
Improper Authentication
Applied Risk identified that the Modbus gateway web application fails to check that the user is logged in
when processing the change of password page. This only happens when an admin user logged himself in
previously on the device and the device has not been restarted since. The admin password is then modified
for the Web server and the FTP server.
An attacker can exploit this by visiting the affected web server and entering a new password value directly
via the change password page. If an admin user logged himself during the uptime of the device, the
password will be modified. The change of password is permanent, and no reset function is implemented on
the device, thus any regular user would not be able to recover access to the device.

Applied Risk has calculated a CVSSv3 base score of 9.6 for this vulnerability; the CVSS vector string is
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H.

Information Exposure Through Query Strings In GET Request
Applied Risk identified that the password that is used for authentication on the device is sent as a parameter
in the HTTP GET request used to login. This is considered to be bad practice, as an attacker with a MITM
position can easily recover the password.
Also, passwords sent via GET are not protected by HTTPS in case that is available, as the password will
be found in the HTTP GET request which is not encrypted.
Applied Risk has calculated a CVSSv3 base score of 8.8 for this vulnerability; the CVSS vector string is
CVSS:3.0/AV:A/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H.

Missing Authentication For Critical Function
Applied Risk identified that the registers used to store Modbus values can be read and written to from the
web interface without any authentication. This vulnerability also applies to the reset function of the device.
Applied Risk has calculated a CVSSv3 base score of 10.0 for this vulnerability; the CVSS vector string is
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

Improper Input Validation
Applied Risk identified that the FTP service user input is not properly checked. If a request is made with a
length greater than 256 characters, the device crashes in such way that a cold-reboot is required.
Applied Risk has calculated a CVSSv3 base score of 4.9 for this vulnerability; the CVSS vector string is
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H

Cleartext Storage of Sensitive Information
Applied Risk identified that the credentials used for the device were stored in clear text in an xml file, which
can be retrieved via FTP.
Applied Risk has calculated a CVSSv3 base score of 7.2 for this vulnerability; the CVSS vector string is
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

MITIGATION
For all issues except Cleartext Storage of Sensitive Information, updating to release R02 of the software
will fix the issues according to the vendor. The Cleartext Storage of Sensitive Information issue should be
solved in release R03 of the software which is expected to be available at the end of February according
to the vendor.
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