AR2015002

UMG energy and power quality
measurement products multiple
vulnerabilities
Author: Mattijs van Ommeren
Release Date: October 22, 2015

Confidentiality and Copyright Notices

Confidentiality
This document contains confidential information about Applied Risk and their respective businesses, business
partners and/or customers, all of which is provided in confidence and may be used by the intended recipient only for
the sole purpose of the adjudication of the proposal. It must not be used for any other purpose. Copies of this
document may only be provided, and disclosure of the information contained in it may only be made to employees of
the intended recipient connected with the negotiations and its named professional advisors who acknowledge its
confidential status. Any recipient must not to disclose this information, either wholly or in part, to any other party
without prior permission in writing being granted by Applied Risk or any entity controlled by, controlling, or under
common control with Applied Risk.

COPYRIGHT NOTICE AND CONFIDENTIALITY STATEMENT
Copyright © 2015 by Applied Risk BV. All rights reserved.

OVERVIEW
Multiple vulnerabilities were found in Janitza UMG series power and energy quality measurement
products. These findings range from information disclosure vulnerabilities to remote code execution by
unauthenticated users. There are no known public exploits that target these vulnerabilities.

AFFECTED PRODUCTS
The following products and firmware versions are affected:

UMG 605 Power Quality Analyser
UMG 604 Power Analyser
UMG 512 Power Quality Analyser
UMG 511 Power Quality Analyser
UMG 509 Power Quality Analyser
UMG 508 Multifunction Power Analyser
The vulnerabilities have been discovered and validated on a UMG 604 Power Analyser with firmware
version r4051 build 244.

IMPACT
An unauthenticated remote attacker can take full control of the device. By by leveraging the built-in JASIC
script language an attacker can adjust system parameters, manipulate measurement values and change
the function of the device, compromising availability, integrity and confidentiality of the device itself and
dependent systems.

BACKGROUND
Janitza electronics GmbH is a privately owned manufacturer of power factor controllers and energy
measurement solutions. Janitza customers include energy supply companies, manufacturers and several
industry verticals.

VULNERABILITY DETAILS
Debug interface
The observed device exposes a remote debug interface on TCP port 1239. This allows an
unauthenticated remote attacker to read and write arbitrary files including the file that contains the
configured passwords.
Applied Risk has calculated a CVSSv2 base score of 10 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C).

Weak password protection
By  default  the  UMG  device’s  web  interface  is  unprotected.  A  password can be configured, but is limited to
a 4-digit value PIN. No controls are in place to prevent PIN guessing, which makes it trivial to guess a
valid PIN by trying all possible combinations.
Applied Risk has calculated a CVSSv2 base score of 10 for this vulnerability; the CVSS vector string is
(AV:N/AC:L/Au:N/C:C/I:C/A:C).
Default password
The device exposes an FTP and web service used by the GridVis management suite that is protected by
a default password. There existed no documented way of changing this password. Once logged an
attacker is able to upload and download arbitrary files, including JASIC program logic to modify the
device's behavior (e.g. controlling switch outputs).
Applied Risk has calculated a CVSSv2 base score of 10 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C)
Weak session token generation
Session tokens are derived from the 4-digit PIN in combination with a server generated challenge. The
challenge suffers from very low entropy. Intercepting an even small sample set of session tokens can
potentially result in successful recovery of the PIN due to the limited key space of both the session token
and the PIN.
Applied Risk has calculated a CVSSv2 base score of 7.9 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C).
Authentication Bypass
The   device’s   web   interface   and the administrative web service do not consistently verify that web
requests originate from authenticated sessions. Therefore it is possible for an attacker to bypass the login
mechanism and modify device settings directly.
Applied Risk has calculated a CVSSv2 base score of 5.8 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C).
Persistent Cross Site Scripting
The device does not properly filter user input. Arbitrary JavaScript can be injected into any text parameter
that is reflected in the device's web interface. Recent firmware versions provide a read-only interface,
however malicious scripts can still be injected by other means, like e.g. through the GridVis management
tool or directly through uploading FTP files.
Applied Risk has calculated a CVSSv2 base score of 5.5 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C).

Information disclosure
A service running on port 1234/UDP and port 1235/UDP expose netstat-like information, leaking info on
current network sessions.
Applied Risk has calculated a CVSSv2 base score of 5 for this vulnerability; the CVSS vector string is
(AV:A/AC:M/Au:N/C:C/I:C/A:C).

MITIGATION
Janitza has released updated firmware (r4061 build269) in order to address the reported issues; however
it was observed that this update does not remediate all identified vulnerabilities.
The updated firmware causes the device to no longer expose the debug interface and connection
information. In addition a lockout mechanism for the web interface login has been implemented, that locks
the device for 10 minutes after 3 unsuccessful login attempts.
Furthermore Janitza has published a document which next to other security recommendations describes
how to reconfigure the default password.
Besides upgrading to the latest firmware version it is recommended to shield the device from any publicly
accessible networks by implementing proper network segregation and by filtering the exposed network
services using a network firewall. Devices should be managed from a well secured management PC only,
whilst not having any active web browser sessions with untrusted web sites.
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