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To add to an already gruelling scenario, since the disease first made 
global news, new cyber threats have arisen, and existing ones have been 
aggravated. Malicious cyber campaigns quickly emerged running alongside 
the geographical spread of the virus, leveraging COVID-19 induced fear and 
anxiety to deceive and defraud.

For operational technology and most industrial environments the impact can be 
even more severe, as essential services simply cannot afford interruptions or 
downtime. In spite of all the challenges and uncertainty it is crucial to sustain 
supply chains and critical infrastructures such as power grids, water systems, 
oil and gas facilities and the manufacturing of medicines and medical supplies. 
Operations are struggling with disruptions ranging from shortage of personnel 
to technology strains, and most had to re-engineer their processes overnight 
to facilitate social distancing. Entities had to rethink the way they work, from 
carrying online meetings to altering shifts and layouts with no time to properly 
prepare and guarantee the safety of operations in these new environments.

As OT security professionals we play an important role in business continuity, 
in ensuring these systems stay up and running. When remote work has 
become the “new normal” and remote access in many cases is the only viable 
option, OT security programs need to be revised and adapted. Since we still 
are expected to live with these circumstances for the foreseeable future, our 
OT security experts have explored some scenarios and compiled a set of 
advice to help you go through these times keeping high levels of security. And 
who knows we might even learn a lesson or two from this crisis and end up 
gaining more efficiency in operations as well as building a stronger OT security 
posture.

Securing Operational
Technology (OT) in 
the age of COVID-19
It is no doubt that Coronavirus (COVID-19) is posing 
extraordinary challenges to people, society and 
economies around the world. Unlike disasters or 
traditional business disruptions, a pandemic has 
global scale and the sudden situational changes 
derived from the crisis impact everyone, including 
customers, suppliers and competitors. Some 
governments have already started phasing out of 
lockdown, but as of yet there is not a cure or vaccine. 
Therefore, as we attempt to “go back to normal” 
further contagion waves must be taken into account.
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COVID-19 cyber security threats for Operational Technology

Cyber-attack threat vectors are leveraging COVID-19 for financial gain, state-sponsored attacks, potential data theft or to 
cause business disruption. These campaigns include the usual suspects like phishing scams and crypto-locking malware. In 
March 2020 IBM X-Force reported that coronavirus-themed spam surged 14,000% the previous weeks. 

More targeted and sophisticated cyber-attacks have also increased with certain industries being specifically targeted. Our 
threat intelligence shows the pharmaceutical industry in particular is seeing an increase in targeted attacks, especially those 
companies involved in the development of a COVID-19 vaccine. Overall, this pandemic has multiplied the avenues and 
possibilities for threat actors, as the uncertainty and anxiety present an opportunity to exploit, profit and cause harm. The 
following graph shows the dramatic increase in attacks this year:
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Some of the COVID-19 related threats which are relevant to the OT environments include: 

Phishing and ransomware
Phishing and ransomware campaigns are being 
launched to exploit the current crisis and are 
expected to continue to increase. People living 
through uncertain times are constantly eager 
for information reassurance and workers might 
become more prone to error, so attackers take 
the opportunity to leverage those emotions. 
Even experienced cyber security professionals 
may, for example, fall prey to a well-crafted 
phishing email supposedly coming from health 
authorities about a new vaccine, or from the 
government about financial support.

IT/OT convergence
Our assessments show that OT networks 
are much more connected to IT networks 
and the internet than either plant engineers 
or information security officers realise. The 
increase in COVID-19 related attacks mentioned 
can be a conduit for incidents to occur. 

DDoS campaigns
There has also been a noticeable increase of 
distributed denial of service (DDoS) attacks 
against external networks which could impact 
remote access for Operational Technology. 
Maintaining reliable remote access systems 
will become critical to business operations, as 
employees work remotely. In March of 2020, 
for example, in the midst of struggling with the 
COVID-19 crisis, the US Department of Health 
and Human Services was hit by a DDoS attack 
just as the agency was scrambling to provide 
information and essential services in response 
to the pandemic. 

Infodemic
Fake social media profiles / users are 
disseminating disinformation during periods 
of increased reliance on social media for 
critical information updates. The spread of 
disinformation during the COVID-19 crisis can 
be leveraged by a variety of actors, including 
state actors seeking to sow distrust and 
destabilise governments. Misinformation and 
fake news proliferate easily due to social media’s 
penetration in people’s daily lives and can 
undermine public trust in information at a time 
when transparency is essential. 

State-sponsored attacks
Cyber security agencies report rise in 
cyber-attacks on governments and health 
organisations. Both criminal organizations, 
states and state-backed actors seek to exploit 
the public health crisis to lead cyber espionage, 
stealing sensitive information, intellectual 
property and advance geopolitical interests. The 
World Health Organization itself has reported 
attempts of cyber-attacks against them. 
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threats to OT

https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.reuters.com/article/us-health-coronavirus-who-hack-exclusive/exclusive-elite-hackers-target-who-as-coronavirus-cyberattacks-spike-idUSKBN21A3BN
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COVID‐19 has now become a global crisis and the sudden social distancing requirements has led to unprecedented 
measures. This had an immediate impact on organisations, posing considerable operational and financial challenges as well 
as cyber security implications.

As the global response continues to develop, understanding these changes will help security professionals and organisation 
leaders adapt to the challenges ahead and manage risks. In the context of Operational Technology, these are some of the 
situational changes to consider and their potential impact.

Impacts and 
considerations for 
OT security
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What are the impacts?

Massive increase in remote access 
Remote access for the business operations and the vendors should always be a 
well-managed and contained process but, with most maintenance providers and 
vendors now required to work from home, it had to be implemented or expanded 
from day to night. Not only do OT now need to have remote access, but the 
majority of enterprise employees are working remotely and still need to access 
enterprise apps at any time. This of course causes massive strain on VPNs and 
network security appliances that sit on-premise and have not yet been deployed 
on the cloud, which may affect the ability of operational activities to be completed. 

Unusual access patterns  
Increased remote access during the quarantine, means users are logging in from 
atypical locations and devices, often at irregular times. This creates difficulties in 
identifying anomalous behaviour and poses a big challenge to security monitoring, 
as attackers might fly under the radar. Patterns of activity may change and spikes 
in false positives are expected in this period of “new normal” as vendors scramble 
to re-train algorithms and re-draw baselines to improve identity verification. 

“Shadow IT”  
A term referring to applications and infrastructure managed and utilised without 
the knowledge of an enterprise’s IT department. Under ordinary circumstances, 
most companies would never even permit personal devices for business use, but 
the struggle to adapt quickly is causing an increase in Bring Your Own Device 
(BYOD). The problem is that a personal device may lack important systems, 
configuration settings and security updates which are typically present in 
corporate issued devices. 

There is also increased reliance on home routers and Wi-Fi systems that often also 
lack advanced security capabilities. When corporate devices operate from these 
home networks to access critical systems, they end up exposed. The prevalence 
of “Shadow IT” forced by the pandemic is a multiplier for existing threats and 
vulnerabilities and might put critical infrastructure we rely on for everyday life at 
greater risk. 

Increased reliance on Managed Security Service Providers (MSSPs)
In order to assist in transition to remote work there is a need to move data to 
network that is available. Data is usually kept on site and not centralized (security 
events and incident logging) MSSPs providers might be unavailable due to 
dealing with their own workforce disruptions. 

Change 1 - Increase in remote working

Digitalization of the workplace has been a trendy concept for a while, but quarantine measures are causing it to accelerate. 
Organisations suddenly have to scale infrastructure to make sure workers have the right conditions to do their job, while 
trying to keep standard levels of security.
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What are the impacts?

Limited or no access to control rooms / Security Operating Centres (SOCs) 
Entities are having to limit or even halt work from physical control rooms/SOC 
locations. If an operator in a control room gets infected, all colleagues working in 
the same room will need to be quarantined. Therefore, many different control room 
situations and procedures are being re-designed depending on factors such as 
available technology, operating modes, and criticality of the facility.

Some plants and mines are running with the bare minimum workforce to keep 
business processes running, while others are operating with different shifts and 
forbidden to meet or to socialize. Other facilities such as nuclear plants are isolating 
critical technicians and asking them to live onsite to avoid exposure to the virus.

What are the impacts?

Delays and loss in productivity 
Tasks that are typically quick to accomplish may suffer delays during emergency 
situations and with reduced staffing levels. Productivity could also be affected 
because staff who continue to work will suffer additional pressures, even due to 
emotional impact related to the situation.

Change 2 - Changes in operational environments 

The social distancing mandates related to the pandemic have been causing disruptions in operations, production and 
business across most sectors. The definition of what is critical operations isn’t always obvious, as the whole supply 
chain must be considered and governments around the world may differ in this regard. While many industries had to halt 
operations, those considered critical are exempted from a complete shutdown. Essential workers may be still required to be 
physically present, considerable effort is being put into re-engineering operations in order to prevent the spread of the virus 
and protect key personnel.

Change 3 - Staff shortage

As much as efforts are doubled to protect personnel, new peaks of infection could still cause staff to be ill and absent. But 
delivery of essential services such as electricity, natural gas and water must remain dependable and consistent, even if a 
health emergency severely limits the number of employees and contractors who are able to work.

https://bellona.org/news/nuclear-issues/2020-03-covid-19-could-cause-staff-shortages-in-the-nuclear-power-industry
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What are the impacts?

Critical security activities could be compromised 
Disruption to critical suppliers could potentially interrupt service provisions which 
are critical elements of the security supply chain, for example outsourced Security 
Operation Centres, patching, and firewall management teams, etc. Good practice 
states that patching meant to resolve cyber security vulnerabilities have to be 
checked with the corresponding vendor, due to the current crisis, vendors may be 
slow in responding so the organization would have a difficult choice to make, to 
either postpone the patching altogether or to apply the patches without clearance 
from the corresponding vendor. 

What are the impacts?

Difficult to quantify risk scores and values 
High variability due to the crisis makes it difficult to predict and to measure the 
changing risk exposure. For example, key staff could be absent for extended 
periods of time due to the illness, there could be disruptions in supply chain, etc.

Prioritization of risks  
Because of the pandemic residual risk scores that were “low or negligible” may now 
become “medium or high” or even “critical”. For example, availability of replacement 
parts is typically the treatment for operational risk due to equipment failure but 
now, due to the fact that spares may not be available on time, the risk is no longer 
mitigated, and this would have to be assessed and re-prioritized. A SOC that would 
be able to respond to events in a certain time may find themselves struggling due 
to lack of staff and have their response time increased. This also impacts previous 
risk assessments as realistically the increased response time could allow a potential 
attacker to cause more impact than normally. 

Third-party risk 
The heightened focus on supply chain risk could accelerate demand for third-party 
risk assessments. 

Change 5 - High variability of risks and vulnerabilities 

Even with medical response, and actions by governments and organizations evolving rapidly, the overall context is still 
volatile with many variables to be considered as organisations are looking to protect their people, keep operations and 
enhance their resilience. 

Change 4 - Supply chain disruptions

As the COVID-19 crisis evolves, many industries have been experiencing shortages in computers, networking devices, 
graphic cards and other electronic systems, and critical infrastructures are especially affected.
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What are the impacts?

Security could be overlooked 
Operational struggles and shift in focus may cause some layers of security to be 
overlooked or lose priority. Security teams, for example, could be redirected to 
support general IT operations or simply not have the chance to apply security 
controls to new systems or tools implemented in a haste to enable remote working. 
Planned security improvements could be affected, or cyber security resilience 
measures could be delayed. 

Monitoring and maintenance 
The need to rapidly modify processes and technologies to adapt to changing risk 
could delay maintenance and cause deficiency in monitoring. 

Change 6 - Shift in focus to operations

During emergency situations there is always a shift in focus to maintaining day to day operations. Organizations are having to 
react quickly to provide remote employees with the tools and information they need to do their work and keep things running 
during the crisis while suffering budget cuts and halt in recruiting. 



Understanding these threats and situational changes becomes imperative when evaluating risk exposure to existing 
and emerging threats and to mitigate the potential impact of the COVID-19 crisis. This situational awareness will allow 
organisations to predict and respond to potential problems that may occur under different scenarios against a changing 
threat landscape and to build this into their existing business continuity capabilities. Building this overarching capability into 
security operations allows more preventative decisions and actions to be taken ahead of time, opposed to being reactive 
after an event has occurred, which is often disruptive, time consuming and resource heavy.

Preventative actions taken may include advancing replacement of legacy computers and infrastructure or deploying a new 
network monitoring solution. However, all of these technology-based solutions cannot be truly effective without an embedded 
culture of cyber security awareness and enforcement.  

Our team of experienced cyber security professionals have gathered a few steps your organisation can take to mitigate the 
risks and avoid disruptions and down time. Some of these preventative steps run across several of the challenges mentioned 
above and can help tackle a few problems simultaneously.

Measures to 
mitigate the impact 
of COVID-19 
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Measures to mitigate the impact of COVID-19 include:

Threat intelligence
With so many emerging threats it is important 
to keep up with latest news and threats and 
to create a cyber security culture across the 
organisation, regularly training staff to identify 
and address these risks. Here are a few 
resources to stay up to date:

Europol 
ENISA – European Union Agency for 
Cyber Security 
CERT-EU – Computer Emergency   
Response Team
ECSO - European Cyber Security   
Organisation

OT security awareness training 
Ensure your workforce are cyber security aware, 
this means they understand what the cyber 
threats are, the potential impact a cyber-attack 
will have in relation to the company and the steps 
required to reduce risk. An OT security training 
and awareness campaign can be effectively 
rolled out even during quarantine via online 
Learning Management Systems (LMS). There is 
also further potential to integrate LMS training 
records with other systems, for example, to 
ensure that a user has the right training before 
being granted logical access to a system or 
environment. In addition to training, frequent 
communication to staff about the new COVID-19 
related risks is also crucial.

Remote Access Management
In enabling remote working it’s imperative 
to consider who truly needs access to OT 
systems, as well as to assess the capability to 
handle increased remote connections. Even 
with the need to move fast in expansion or 
implementation - make sure to still address risks, 
threats and security concerns whilst expanding 
remote access. Ensure change management 
processes and security controls are in place and 
still being followed. When access is expanded, 
for example to third parties, it poses a bigger 
threat, so it needs to be carefully considered. 

System hardening
Make sure to take appropriate hardening 
measures for new solutions suddenly being 
implemented in order to provide remote access 
or scaling infrastructure (e.g. new VPN solution). 
System hardening should traditionally be done, 
but especially during hasty deployments, a 
heightened effort should be done to maintain 
these security measures so as not to put OT 
environments at risk.

Enhance monitoring
Monitor remote access connections and 
maintain visibility into what’s going on in your 
environment, both from a security but also from 
an operations perspective. If process owners 
are now monitoring the process from home, 
consider how access is being provided. Intensify 
monitoring to OT and IoT processes (if present), 
tracking parameters and their histories, and the 
frequency of updates. You may consider adding 
secured remote access integration (via TDI or 
Pulse Secure) with additional security features. 
Cyber security teams are also advised to review 
traffic logs to monitor the use of shadow IT 
and encourage employees to use business-
approved and secured solutions. Quickly identify 
complaints from users and respond to issues in 
an agile manner to prevent them from bypassing 
existing processes for the sake of “getting work 
done”. 

Centralise IT and security services
Consider centralised services such as AD, DNS, 
DHCP, NTP, AV etc…

Understand your operational infrastructure
Understand where vulnerabilities exist, for 
example legacy operating systems, unpatched 
OT systems, external connectivity, insecure 
communication protocols etc.
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https://www.europol.europa.eu/publications-documents/catching-virus-cybercrime-disinformation-and-covid-19-pandemic
https://www.enisa.europa.eu/topics/WFH-COVID19
https://cert.europa.eu/cert/filteredition/en/CERT-LatestNews.html
https://ecs-org.eu/
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Identity and access management
In spite of unusual activities caused by this 
situation, look for early indicators that something 
isn’t right within the systems. Find a way to 
distinguish legit access from intruders. One 
tip is to create a list of employees IP numbers 
and additional parties that regular access. It’s 
important to define and enforce granular access 
permissions on a need-to-know basis, especially 
those with privileged access. If possible, limit 
or eliminate the use of passwords for third party 
users by requiring administrator approval for all 
remote access sessions. Consider extending multi-
factor authentication to add an additional layer of 
security. 

Supply chain
Be proactive when placing supply orders by 
trying to anticipate limitations, price changes 
and disruptions. It may be necessary to identify 
alternative sources of supplies or review your 
spare units. Revisit minimum security requirements 
and record any amendments. Establish clear lines 
of communication with your suppliers and assess 
their ability to fulfil their contract. Share your 
security policies and procedures especially with 
new vendors and remain vigilant. 

Cross-train staff
Identify key workers required to keep the business 
running, create skeleton crews to alternate shifts 
and keep functions into account when creating 
these groups. Security guidelines should be 
formalized and made available should essential 
staff need absence. Whenever possible try to 
provisionally assign additional owners for critical 
security processes such as creating an account in 
the active directory, account management, security 
monitoring, emergency patches and security 
updates, maintenance, etc. Allow for some key 
support workers to be remote whenever possible. 

Improve your business continuity plan
Most OT companies will have a form of a 
business continuity plan in place. But the 
impact of the ongoing coronavirus pandemic 
is unexpected, and suggest many unknown 
variables to consider - yet companies still must 
adapt quickly. Revisit your incident response 
plans and playbooks to ensure they function 
with a workforce primarily working remotely 
and evaluate additional measures to address 
curve balls you didn’t anticipate. Define who 
is responsible for leading business continuity 
efforts during the pandemic and have a 
framework for assessing new threats and 
damages. 

Roles and responsibilities
Have a clear set of guidelines in case of 
emergency and carry out frequent reminders 
of these processes. Be sure key stakeholders 
know how to reach the SOC - the leadership 
team, individual team members, and other 
critical operational staff. Are high level response 
stakeholders readily available remotely? 
Make sure accountability, ownership, roles 
and responsibilities are well defined and 
communicated. 

Risk and vulnerability assessment
Need for rapid visibility, understanding, and 
prioritization of vulnerabilities. Traditional risk 
assessment has to be reviewed and updated 
accordingly. Assess and prioritise all threats 
leveraging your organisation’s existing risk 
management tools and methodologies. For 
example, query suppliers about their treatment 
plans to define whether SLA’s still be kept, orders 
will be fulfilled or if, for example, next business 
day replacement services can still be provided.
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In addition to adapting to the current situation organisations need to prepare 
for getting back to the same operational state once the crisis is passed, 
hopefully with a few lessons learned. In all crisis, innovation and efficiencies are 
accelerated, historically for example medical trauma advances were made at 
the time of war, and this can apply to OT Security as well.

This crisis has been a test to our existing disaster recovery plans, hopefully 
with no serious disruptions or outcomes and some experience gained in what 
was well handled and what didn’t work so well. New technologies were added, 
digital transformation advanced, capabilities were discovered, and processes 
improved. Moving forward, we should make sure lessons learned are captured, 
and that as organisations we gathered to discuss how can we prepare better 
moving forward.  

“Use this real-life scenario to re-evaluate your risk 
analysis, since not only the threat scenarios might have 
changed, also some mitigating controls need to be 
re-evaluated”  

Auke Huistra – Director of OT Security Services

“Especially during these Covid-19 times, cyber security 
must be a core component of the operational strategy 
to maintain and improve operational productivity, whilst 
maximising the lifetime of your assets.”

Chris Sandford – Director of OT Security Services

“There is no silver bullet for OT Security during COVID-19 
crisis, we must stay vigilant to ensure we don’t see our 
good work undone… ”

Jalal Bouhdada – Founder & CEO

Looking to the 
future: activating 
the “new normal” 
post-crisis

From our leadership to yours 
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About Applied Risk 
As a trusted partner for OT cyber security, Applied 
Risk is driven to safeguard the critical infrastructure 
our society depends on. Combining cyber security 
knowledge and experience in operational technology, 
Applied Risk provides tailored solutions that assists 
asset owners, system integrators and suppliers 
to develop, deploy and maintain cyber-resilient 
operations. Based in the Netherlands, Applied Risk 
operates on a global scale, helping protect industries 
such as oil and gas, power, water management, 
manufacturing, healthcare, maritime and transport. To 
learn more, visit www.applied-risk.com 

Applied Risk BV 
Teleportboulevard 110 
1043 EJ, Amsterdam 
The Netherlands 
T: +31 (020) 833 4020 
E: info@appled-risk.com 
W: www.applied-risk.com
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