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Executive 
Summary

Despite the unique context of COVID-19, OT (Operational Technology) 

security remains a pressing matter for senior management. Reputation, 

safety, financial impact, compliance and national security are some of 

the key drivers of the challenges faced. For many organisations, the 

priority is to better optimise spending or maintain OT security initiatives 

in light of new factors such as budget reductions, resource cutbacks, 

lockdowns and travel limitations.
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This report presents a combination of insights from 
Applied Risk’s extensive work with clients spread 
across four continents, alongside findings from internal 
research teams from January 2019 until July 2020.
 
It also presents a brief overview of known vulnerabilities 
in 2019 - drawn from publicly available databases - that 
are relevant to OT and IIoT (Industrial Internet of Things) 
technology, alongside comparisons with data from the 
previous year. 

Key trends within the industry
Though COVID-19 has impacted our ways of working, 
the trends affecting OT security have not significantly 
changed in themselves, but there were rather changes 
in direction and degree of these trends. This report 
identifies and analyses a few key trends and presents 
some insight as to their causes, effects and future 
implications. 

Some of these trends overlap or continue from previous 
years. However, the skills shortage is considered the 
overarching trend: without adequate skill sets it will be 
almost impossible for organisations to manage and 
maintain an effective OT security posture.

The key trends identified are

 \ Increase in mergers and acquisitions in the 
OT security market

 \ Investment in OT security increased in 
some sectors while decreased in others 

 \ Increase in focus on maintaining core 
operations while still improving OT security 
performance 

 \ Increase in remote access to the OT 
domain 

 \ Increase in IT/OT integration
 \ Increase in cloud adoption in OT 
 \ Continued strengthening of OT security 

laws and regulations 
 \ Shortage in OT security skills continues
 \ Increased complexity in cyber insurance 

products 
 \ Growth in the use of undocumented 

applications and “Shadow OT”
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Field Observations
Applied Risk carries out many technical and non-technical assessments - as well as OT security strategy 
implementation and remediation projects - on behalf of its clients in a variety of sectors and throughout the world. 
Based on work performed between January 2019 and July 2020, the top five technical and top five non-technical 
matters that affect OT environments were identified and are summarised below. 

Top five technical observations

1. Outdated and vulnerable software 
The use of unpatched and unsupported 
operating systems and software remains one of 
the primary challenges encountered in the field. 

2. Inadequate network segmentation  
A large discrepancy in the segmentation 
approaches between IT and OT networks has 
been observed. 

3. Weak access control  
This issue was observed of both physical 
and logical access control and can become 
agravated with the rise of remote access.

4. Focus on protecting rather than 
detecting and responding
OT managers often lack focus on detection 
and response to suspicious activities in their 
networks and on hosts.

5. Cutting corners 
Lack of a formalised configuration management 
method and deployment with insufficient 
security controls are some examples of issues 
observed.

Top five non-technical observations

1. Governance 
Responsibilities related to OT security are often
poorly defined and clear company wide policies
rarely exist.

2. Knowledge management 
Knowledge of OT processes and measures is
often neither properly documented nor shared
between colleagues and departments.

3. Poorly defined supplier requirements 
The lack of OT security requirements defined to
vendors and suppliers Is causing security
gaps.

4. Lack of strong OT security culture 
Regular training is not provided by employers 
to their workforce, or it is provided but limited to 
just a few staff members or poorly reinforced.

5. OT Security during greenfield and 
brownfield projects  
When adding, modifying or upgrading a system,
OT security is often regarded as an afterthought 
during a project.

While the observations found give cause for concern and addressing them is critical, much can still be improved by 
getting the basics right. 
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”ISA/IEC 62443 adoption is 
accelerating. The market is recognising 
that ISA/IEC 62443 standards are 
purpose-built and the best fit for 
operational technology across many 
industry sectors. We are seeing 
adoption of ISA/IEC 62443 in the smart 
buildings/smart cities sector, maritime, 
oil & gas, electric power, pharma, and, 
the automotive sector.” 
Andre Ristaino, Managing Director, ISA Global Alliances 

and Consortia
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Introduction

Against the unprecedented backdrop of COVID-19, and in some countries 

political tensions affecting supply chain security, the past year has 

seen societies and economies change in ways simply unimaginable just 

twelve months ago. The year 2020 has defined itself in many ways 

but from an OT security perspective, it is the epitome of a “Black Swan” 

scenario.
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Certain industries are being impacted harder than 
others. Many Critical National Infrastructure (CNI) 
businesses in the oil & gas and energy sectors, for 
instance, have seen their share prices drop by 30% 
this year1. For those industries hardest hit, difficult 
decisions have had to be made with often far-reaching 
consequences for employees, industry supply chains 
and consumers alike. Faced with the priority of cash 
flow preservation, many new projects that involve 
significant Operational Technology (OT) investment 
have been put on hold or cancelled altogether. Other 
organisations have had to accelerate their OT resilience 
plans, but on reduced budgets.

Within the hardest hit industries, existing business 
operation headcounts are being reduced to cut down 
costs, often leaving skillset gaps and voids within teams 
tasked with protecting the availability and integrity of 
OT systems. While industry continues to face up to 
the challenges of adapting to the ‘new normal’, cyber-
criminals have seen opportunities to exploit, profit and 
cause harm.

Since the disease first made the global news, malicious 
cyber campaigns quickly emerged running alongside 
the geographical spread of the virus. These campaigns 
include the usual suspects such as phishing scams 
and ransomware, both leveraging COVID-19 induced 
fear and anxiety to deceive and defraud.

More targeted and sophisticated cyber-attacks have 
also increased, with certain industries, particularly 
pharmaceuticals, being specifically targeted. The 
true motives behind these attacks remain unknown 
but the available evidence points towards the main 
perpetrators being nation state and cybercrime groups.

For this report, COVID-19 has clearly skewed some of 

the trends from our 2019 report. Some companies are 
finding ways to navigate remarkably well through all of 
this while doing “more with less.” Conversely, critical 
infrastructure asset owners and operators - along with 
the rest of the world - are having to adapt to remote 
working and to refocus on core activities, while being 
under ever greater threat of cyber-attacks.

With a big increase in OT system remote user access 
and operations, security considerations and safety 
implications have had to be considered against 
business continuity needs. For those organisations not 
able to scale-up secure remote user access to their OT 
systems, compromises have ultimately had to be made, 
inevitably increasing risk exposure.

Asset owners and operators are having to adapt to a 
COVID-19 risk landscape that highlights the importance 
of “Situational Awareness”. Therefore, they are 
moving towards situation aware, agile and responsive 
operations, taking more preventative security decisions 
and taking effective action ahead of time, rather than 
reacting after an event has occurred.
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The OT industry had already been going 

though remarkable changes in recent 

years, ranging from the ever-increasing 

adoption of IT technology and Digital 

Transformation (e.g. Industry 4.0, IIoT, 

Cloud) to increased cyber security 

threats. Now, along with that evolution, 

the COVID-19 crisis has added to an 

ever-changing and evolving cyber threat 

scenario, and driven some of the trends 

Applied Risk has identified during 

this year.

Top Trends in  
OT Security

“The advanced digitalisation envisaged 
within the Industry 4.0 framework is 
a paradigm shift in the way industries 
operate and blurs the boundaries 
between the physical and digital 
world. With a great impact on citizens’ 
safety, security and privacy due to its 
cyber-physical nature, the security 
challenges concerning Industry 4.0 and 
IoT are significant. Securing industrial 
automation and control systems 
comprehensively remains a constant 
challenge for the industry.” 
OT Security Expert at ENISA
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Mergers and Acquisitions (M&A):  
the OT security market evolution
The convergence of traditional IT being used within 
the OT domain has led to a natural progression of 
traditional IT or OEM companies acquiring OT focused 
cyber security companies such as Indegy (acquired 
by Tenable), CyberX (acquired by Microsoft) and 
SecurityMatters (acquired by ForeScout, which 
in turn was acquired by Advent in a second-step 
merger). The main drivers are to expand their solution 
portfolio offerings to their customers or to acquire OT 
dependent customers. This trend of big companies 
acquiring OT security companies will continue as they 
need to expand their solution offerings and because 
IT companies need to meet the demands of and 
remain relevant to their OT customers. Mergers and 
acquisitions between organisations that offer strengths 
in IT and OT capabilities make strategic sense, as this 
enables them to offer “one-stop shops” catering for 
both cyber security products and consulting services 
in both OT and IT environments.

According to Gartner2, by year-end 2023, security 
and risk management leaders will need to adapt their 
OT security solutions, because 60% of today’s point 
solutions from OT security providers will have been 
rebranded, repositioned, acquired, exited the market 
or even disappeared.

Investment in OT security
2020 has been a unique year for OT investment, 
especially in the oil & gas sector where big capex 
budgets have been slashed for the immediate future. 
However, the requirement for improving the OT 
security posture - in terms of people, processes and 
technologies - remains strong in many other sectors 
such as marine and pharma. 

The pharma, oil & gas and power sectors have 
generally been leading the way when it comes to 
investment in securing OT environments. However, 
other CNI sectors still have a long road ahead in 
mapping cyber risks and designing for cyber resilience 
within their OT environments.

Maintaining core operations 
Across most vertically integrated industries, ongoing 
projects and initiatives have had to be frozen, 
suspended or cancelled. Workforce reductions have 
caused teams to be understaffed or even disbanded 
and priorities have changed. Organisations have 
had to suddenly focus on managing and securing 
existing operations while still improving OT security 
performance. Upgrades have been prioritised before 
new investments in innovation, and with the pressure to 
do more with less, the need for security tools and better 
automation is sometimes pushed to the background. 

Remote access
In many industries, remote work has become the 
“new normal” and indeed in many cases remote 
access is the only viable option. But when most 
enterprise employees are working remotely, they still 
need to access their applications and data. Even OT 
organisations have suddenly had to upscale their 
infrastructure to make sure workers have the necessary 
access to applications and data to do their jobs, while 
battling to increase or even just maintain their levels of 
security. 

As remote access is becoming normalised for critical 
infrastructures and continues to be adopted, there 
are inevitable consequences within the OT security 
arena, such as increased strains on VPN infrastructure 
capacity, unusual needs for remote access to plant 
control systems, reduced local monitoring, unusual 
access patterns, and shadow OT, all of which 
could potentially result in the usually well-guarded 
pathways to the most sensitive OT systems becoming 
dangerously exposed.

“Despite the current oil price, 
investments in OT security must 
continue to ensure safe and secure 
operational levels.” 
Director Field Operations in the Oil & Gas Sector
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IT/OT Integration 
The adoption of new cloud architectures has also led 
the need for a changing architecture within the OT 
domain. The use of OT edge devices is now pushing 
data directly to and pulling it back from the cloud. 
This changing architecture has clear cyber security 
imperatives in ensuring that the data remains secure, 
and that both the zones and the conduits are robust.

Cloud adoption in Operational 
Technology
The adoption of advanced cloud architecture, core 
infrastructure and field instrumentation powered by 
Industry 4.0. is being increasingly considered by some 
enlightened organisations. Efficiency with scalability 
and agility, as well as cost-effective operations are 
some of the benefits harnessed by organisations 
moving control centres or production-critical systems to 
the cloud, with a particular trend in moving historians to 
the cloud. 

However, this transition has not been happening at the 
expected rate. That is often down to considerations 
of security, reliability or availability, policy and 
risk assessment or local audit requirements and 
compliance. Although vendors have been continually 
improving their offerings, there are currently still 
some question marks around security in the cloud 
environment. Moreover, cloud solutions currently 
still rely heavily on standardisation, whereas OT 
environments generally involve bespoke customisable 
solutions, adding complexity to each cloud instance 
and reducing benefits resulting from economies of 
scale.

While clear that many positives stem from operating 
in cloud-based OT environments, it still remains to be 
seen how availability, data integrity and confidentiality 
challenges will be addressed in order to realise the full 
benefits and future potential of cloud adoption.

Compliance: laws and regulations
As threats to critical systems become of concern to 
governments around the world, we continue to see 
tightening regulation of OT security across most 
industries and regions. OT security requirements for 
critical infrastructure keep becoming more explicit, 
prescriptive and proscriptive, as governments create 
new and strengthen existing regulations in the 
hope of heightening the security oversight of critical 
infrastructure. 

Organisations, especially operators of CNI (such 
as Power, Oil & Gas, Rail, Aviation and Water), are 
required to demonstrate minimum levels of compliance 
with the NIS (Network and Information Systems) 
Directive, which is the relevant European Union (EU) 
regulation that came into force in May 2018.

The EU’s NIS had its first revision this year following 
public consultation, while the United States saw the 
passage of its Water Infrastructure Act (AWIA). In the 
maritime industry, as ship safety becomes increasingly 
dependent on IT and OT security, the International 
Maritime Organisation (IMO) has set guidelines that 
require all ship owners and managers to incorporate 
cyber risk management into the safety of ships by 
January 2021.3

“It is reassuring that cyber risks 
in the maritime industry are being 
addressed in a stricter manner by 
regulation bodies. In preparing to meet 
the IMO requirements it is paramount 
to partner with OT security experts 
across industries with a pragmatic yet 
holistic approach to cyber security, 
which reflects security best practices 
but also takes into account the industry 
unique needs.” 
Jeroen Gaiser, Senior Cybersecurity Advisor, 

Rijkswaterstaat, government shipping company 
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OT security skills shortage
Although there has long been an acute shortage of the 
skills needed to address the challenges faced in the 
OT security space, the industry is seeing a trend during 
the COVID-19 pandemic for personnel working in other 
engineering sectors to upskill or cross-skill into OT 
security. 

There has been a general trend for other engineering 
professionals to move into OT security domains due 
to government-backed initiatives and the availability of 
training fee discounts. Furthermore, the online offer of 
training sessions and conferences has increased using 
readily available video conferencing tools and learning 
platforms. This is regarded as a positive trend that can 
only help address the continuing OT security skills 
shortage.

Insurance
Taking out cyber security insurance has been a 
growing trend for a few years. Reducing financial risk 
by having cyber security insurance is one of the risk 
responses that organisations can employ. However, 
the recent increase in attacks - especially those 
featuring ransomware - and the legal counter-claims 
from insurance companies4 have led to questions about 
both the efficacy and expense of this type of insurance. 

Cyber insurance also requires a certain cyber security 
posture or maturity to be in place to allow acceptable 
premiums. For many organisations that rely on OT, 
insurance is simply not yet a realistic component of 
their strategy due to the complexity of compliance 
prerequisites.

Finally, an additional complexity is the recent but 
increasing trend for shareholders to sue the directors 
and officers of companies for their perceived failure 
to prevent data breaches and other cyber security 
incidents. Such governance failures are not covered by 
cyber security insurance.5

Shadow OT
“Shadow OT” is a term referring to undocumented 
devices (e.g. protocol converters, sensors, industrial 
wireless, gateways, actuators, etc.) deployed without 
security management, governance and/or formal 
architecture. Powered by Industry 4.0 and Industrial 
IoT, Shadow OT includes various components that 
could impact physical process if discovered by 
malicious users and serve as a backdoor in OT 
environments. 
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Attacks in 
Industrial 
Sectors

Historically, OT environments have long remained less attractive targets for 

adversaries as compared to the wider IT world. However, over the last decade, 

this has changed significantly. The past twelve months have seen clear interest in 

industrial companies, from heavy industry and manufacturing to Critical National 

Infrastructures such as power, water and transport.  
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For some years, malicious parties acting within 
industrial environments, similarly to those acting 
in the wider IT context, have been evolving their 
methodologies and developing ever more innovative 
tactics. Simultaneously, OT operations are increasingly 
reliant on IT systems, such as Enterprise Resource 
Planning (ERP) and other supply chain systems. 
Also the rise of remote working due to the COVID-19 
restrictions has widened the attack surface. All these 
factors translate into heightened risk. 

The graph below shows examples of publicly known 
incidents targeting industrial sectors as well as critical 
infrastructures between January 2019 and July 2020.

July 2020 
• Mitsubishi Electric - Japan

June 2020 
• LG Electronics - South Korea
• Lion Brewery - Australia
• Enel Group - Italy

May 2020 
• Port Shahid Rajaee - Iran
• BlueScope Steel - Australia
• Elexon (Power) - UK

July 2019 
• Princess Cruises - USA
• City Power electricity  

distribution - South Africa
• City of New Bedford - USA

May 2019 
• India power utilities - India

March 2019 
• Norsk Hydro - Norway

April 2020 
• Gush Dan wastewater  

treatment plant - Israel
• EDP Energias de Portugal
• Berkine (Oil) - Algeria

March 2020 
• ExecuPharm - USA
• Norwegian Cruise Line - Norway
• Eskom (power utility) - South Africa
• Brno University Hospital - Czech Republic
• ENTSO-E, European Network of Transmission  

System Operators for Electricity
• Australian Defence Force (ADF) - Australia

November 2019 
• Asset management  

firm - China

Febuary 2020 
• Pemex - Mexico
• Natural gas compression  

facility - USA
• INA Group - Croatia

January 2020 
• Attacks exploiting DrayTek  

Vigor vulnerabilities 
• Bapco - Bahrain

2020

2019

“Cyber security attacks in O&G industry 
have the ultimate objective to harm 
our business in the ugliest way: loss 
of containment and/or people safety. 
Similarly to investments in safety, 
investments in Cyber security are a 
must to protect our people and our 
facilities.” 
Head of Control Systems Engineering in the  

Oil & Gas Sector
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Field  
Operations

Methodology
Applied Risk carries out many technical and non-
technical assessments on behalf of their clients 
throughout various sectors and throughout the world. 
This report is based on assessments performed 
between January 2019 and July 2020. 

The types of the assessments conducted include 
 \ OT Risk Assessment
 \ OT Internal and External Penetration Testing
 \ OT Network Configuration Reviews
 \ OT Host Configuration Reviews
 \ OT Health Check Assessments
 \ OT Security FAT and SAT
 \ OT Asset Discovery and Monitoring 
 \ Embedded Device Security Assessments
 \ OT Design Architecture Review 
 \ OT Incident Response & Forensics
 \ OT Security Remediation Programs
 \ Workshops and development of OT policies 

and procedures. 

Oil and gas

Chemical

Water

Maritime

Mining

Healthcare

Power

Manufacturing

Pharmaceuticals

Transport

Defence

Automotive

Sectors in scope
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Top five technical observations 

1. Outdated and vulnerable software
Unpatched applications and operating systems 
as well as the use of unsupported software 
remain the primary challenges encountered  
in the field. OT security operations have 
traditionally relied on the isolation of the OT 
environment from the IT network for protection 
but now these are becoming increasingly 
interconnected. As a result, systems become 
more visible, and threat actors often do not 
even need sophisticated or advanced tactics to 
breach OT systems. 

Malware campaigns such as Lemon_Duck 
- which typically targets manufacturing sites 
through COVID-19 themed emails6 - shows 
that attackers efficiently leverage outdated OS 
versions in their attack methods when targeting 
industrial systems and processes.

Common issues found 
 \ Poor maintenance and shutdown 

dependency (such that updates are only 
feasible during shutdown), often leading 
operators to choose to accept the risks 

 \ Premature termination of vendor support, 
lack of clearly defined coverage as 
reflected in suppliers’ Service Level 
Agreements (SLA)

 \ A false sense of security created by the 
belief that “physical separation between OT 
and IT means security”, including the use of 
data diodes, which leads to forsaking good 
security practices within the OT domain

 \ Legacy, End-of-Life OS because of reliance 
on software applications that won’t run 
under a newer, properly maintained OS

2. Inadequate network segmentation 
A large discrepancy in the segmentation 
approach between IT and OT networks has 
been observed: OT networks often still lack 
basic segmentation, use improperly designed 
dual-homed architecture and sometimes 
incorrectly configured firewalls. Poorly 
configured gateways and other equipment 
expand the attack front and lead to a greater 
risk of successful cyber-attacks within OT 
environments. Furthermore, we have seen 
cases with no clear demarcation between IT 
and OT or between safety and control function, 
whether at the technical or the operational 
support levels.

Common issues found 
 \ Poorly secured conduits between safety 

and control functions
 \ OT systems heavily rely on IT layers for 

protection
 \ Although some systems have well-

defined separation between the IT and OT 
environments, the need for segmentation 
inside the OT system is often forgotten

 \ Although present in OT systems, firewalls 
are often left unaudited and rulesets 
unmanaged, with no policy defined to deny 
all and allow only by exception
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3. Weak access control 
Poor management was observed in both 
physical and logical access control. The former 
is often linked to poor housekeeping, and 
the latter could provide an attacker with low-
hanging fruit to gain access to critical systems. 
With the rise of remote access, this problem is 
becoming ever more urgent and dangerous.
One worrying finding was that no user access 
reviews had been performed since the systems 
were first commissioned. This meant that 
users who had moved jobs - or even left the 
organisation - still had accounts enabled, which 
were no longer required, which means they 
could potentially misuse such accounts. 

Common issues found 
 \ Password reuse across systems and 

domains
 \ Use of weak passwords and poor 

authentication
 \ Shared admin credentials and privileged 

access
 \ Regular system access reviews do not 

take place
 \ Password policies not enforced at the 

application and OS levels
 \ Default credentials were largely used even 

in organisations with otherwise high levels 
of OT security maturity

 \ Physical security: doors, including those 
to rooms, cabinets and other equipment 
remain unlocked for “ease of use”

 \ Lack of key tracking, cloneable access 
cards

 \ Industrial protocols communicating across 
networks in “clear text”, with neither 
authentication nor encryption configured

4. Focus on protecting rather than 
detecting and responding
When asked about the implemented security 
controls, OT managers often placed a strong 
focus on protection rather than on detection 
and response to suspicious activities in the 
network and on hosts. Improvement is clearly 
needed in evaluating the criticality of their 
assets, their vulnerable hosts, and the visibility 
of exposed network areas that could be 
prone to exploitation by malware or attackers. 
These processes need to be automated 
and constantly updated by implementing a 
proactive approach to help prevent downtime, 
production loss or damage.

Common issues found 
 \ Over reliance on protection solutions such 

as firewalls and hardening, while neglecting 
monitoring measures

 \ If a monitoring solution is deployed, 
operators generally do not test the 
implemented solution regularly and 
thoroughly

 \ A purely “tick-the-boxes” approach in the 
sense of fulfilling a monitoring requirement, 
a tool is deployed solely to meet such 
a requirement but without a thorough 
awareness of its capabilities and limitations
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5. Cutting corners
Lack of a formalised configuration management 
method - or at least consistency in requirements 
- also remains an ongoing problem. Systems 
are often used out-of-the-box without proper 
configuration, which can create a false sense 
of security. New technology is frequently 
deployed with insufficient security controls 
both for the sake of efficiency and to allow 
rapid deployment. The benefits of such new 
technology may not be fully utilised due to 
limitations in staff proficiency or insufficient 
training. Technology that is rarely used could 
also become problematic once knowledge has 
been lost. All these factors can significantly 
increase the attack surface and weaken the 
overall security posture. 

Common issues found 
 \ Equipment is not properly configured for 

the sake of “getting the job done fast” 
 \ Prioritising functionality testing over 

security; for example, cloud-based services 
are taken as they come, and are rarely 
assessed for cyber security

 \ Unencrypted communication is preferred 
over private or shared WAN channels 

 \ Tuning firewalls poses serious risks when 
performed on live systems; therefore they 
are rarely adjusted even when that is 
judged to be necessary 

 \ Challenges in balancing security with the 
productivity demands of the business

 \ Security not effectively embedded in new 
projects (Cyber security FAT and SAT 
activities) 

“Having a Cyber Security Management 
System (CSMS) in place is of crucial 
importance to implement OT security 
in a sustainable way. It allows to 
implement measures that suit our 
organisation and risk profile” 
OT Security Manager at European Energy company
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Top five non-technical observations 

1. Governance
Governance of cyber security has long been 
a challenging area in OT. Responsibilities 
related to the cyber security of OT assets are 
often not clearly defined and companywide 
policies rarely exist. For small organisations, 
responsibility for OT security is often split 
among various roles within the company, often 
without proper time allocation. Where there is 
no clear demarcation between IT and OT in 
technical and operational responsibilities, this 
can lead to gaps or conflicts. If there is no clear 
ownership of OT security-related decisions 
within an organisation, it becomes difficult to 
overcome technical challenges and to ultimately 
maintain an efficient OT security framework. 
Good governance is the overarching priority for 
effective OT security. 

Common issues found 
 \ Business Impact Analysis/Risk assessment 

is usually overlooked in small companies, 
which leaves organisations without a clear 
picture of the most relevant and profitable 
aspects of the business but also the risk 
associated with that and where OT security 
investment should be focussed  

 \ Lack of OT-specific security policies and 
procedures 

 \ Lack of clearly defined roles and 
responsibilities

 \ Non-existent RACI (Responsible, 
Accountable, Consulted, Informed) matrix 
and a lack of formal time allocated to 
assigned roles 

2. Knowledge management
Due to the complexity and rapid growth 
of the OT security industry, there is an 
overall shortage of OT security specialists. 
Knowledge management is therefore one of 
the key prerequisites for sustaining operations. 
Knowledge of OT processes and which cyber 
security measures have been implemented 
are often held by an individual operating in a 
“silo”, and are neither properly documented nor 
shared between colleagues and departments. 
Documentation was often found to be non-
existent, obsolete, incomplete or unclear, 
which creates risks should key specialists 
be unavailable for any reason or leave the 
company. 

Common issues found 
 \ Organisations rely on individuals for 

knowledge of processes and OT security, 
which are often not properly documented

 \ Knowledge of both processes and OT 
security is not centralised but scattered 
across various business functions

 \ OT security functions are often regarded 
as additional burdens imposed on already 
overloaded personnel and thus need to be 
as straightforward as possible

 \ Even when documentation is present, 
often there is a lack of ongoing knowledge 
management to ensure documents are kept 
both current and relevant
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3. Poorly defined supplier requirements
As the supply chains of industrial vendors 
become ever longer and more complex, more 
potential entry points are created for malicious 
actors. Therefore, it is increasingly critical to 
properly impose OT security requirements on 
suppliers, because the risk of vulnerabilities 
threatens integrity right from the procurement 
phase. 

Our findings suggest a lack of or limitations 
in requirements imposed on vendors and 
suppliers regarding OT security. As a result, 
suppliers do not understand their clients’ needs 
and the security gaps might not be properly 
addressed, therefore OT systems could be 
compromised.

Common issues found 
 \ Failure to follow best practice and to 

implement industry compliance methods 
when imposing requirements on suppliers 

 \ The set of requirements is not properly 
defined, documented and/or not easily 
available to be given to the supplier 

 \ The existing requirements given to 
suppliers are insufficient, often limited to no 
more than policies on changing passwords 
and installing system patches

 \ Lack of clarity regarding the division 
of specific responsibilities for security 
between the owner and the supplier of 
an asset 

 \ Unwillingness to incur the costs of imposing 
OT security demands on suppliers

4. Lack of strong OT security culture
Since human fallibility is one of the primary 
causes of security breaches, staff need to 
remain vigilant in all aspects or their daily 
work, especially those staff responsible for 
OT environments. When staff are kept up-to-
date on industry cyber security standards and 
mandated practices are reinforced, risks are 
considerably mitigated.

However, improvement in behaviour usually 
comes only with a strong culture of OT security 
awareness and enforcement. A lack of such 
a strong culture has been identified in many 
organisations. Regular training is either not 
provided by employers to their workforce, or it 
is provided but poorly reinforced and perhaps 
limited to just a few staff members.

Common issues found 
 \ OT security training and awareness are 

approached as a discrete effort as opposed 
to part of a company-wide program 

 \ Lack of an established and measurable OT 
security training and awareness program 
that captures the attention of participants 
and allows for progress tracking, for staff, 
service providers and contractors

 \ Inadequate assessment of the 
workforce’s awareness of the risks and its 
preparedness for effective remedial actions 

 \ Insufficient reinforcement of - and 
incentives to increase - employee 
knowledge and willingness to adopt OT 
security measures
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5. OT security during greenfield and 
brownfield projects 
When adding, modifying or upgrading a 
system, OT security is often regarded as an 
afterthought during a project. OT security 
policies, procedures and controls were often 
bypassed or ignored in order to expedite 
completion of the testing. However, some 
improvement has recently been seen, with 
organisations increasingly incorporating cyber 
risk evaluations into FAT and SAT, although 
that will doubtless also be due to increasing 
regulation and compliance requirements. 

OT security should be embedded throughout all 
the phases of a project lifecycle (define, design 
and execute) to ensure a valuable baselining 
of the security level, thus reducing the risk of 
safety issues and compromised systems. Such 
tests have proven valuable in improving both 
efficiency and cost-effectiveness by avoiding 
costly and potentially time-consuming redesign 
and troubleshooting.

Common issues found 
 \ OT security requirements not found 

in greenfield and brownfield project 
specifications

 \ OT security review during design and 
execution phase are very limited

 \ Security FAT and SAT tests against the 
functional and technical requirements are 
frequently requested solely in order to 
achieve FAT and SAT compliance and not 
always to reinforce an OT security culture

 \ The effort necessary to implement security 
controls is underestimated, which can result 
in later production problems

 \ Certain features that could increase the 
attack surface in the new or upgraded 
systems are sometimes not removed 

 \ Documentation of previous tests and 
corrective changes made is often 
insufficient
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“In order to enable a cyber security 
culture, manufacturing organisations 
need to have an effective governance 
structure and improve their cyber 
security knowledge management.” 
Chief Strategy Officer at Manufacturing Sector
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Vulnerability 
Analysis 
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Technical Findings by Category
The following chart shows actual data on the types of technical findings uncovered during Applied Risk’s recent 
projects. An analysis of the technical observations is used to determine the most common types of technical findings 
within OT environments. 

 

 

The overall picture of these findings hasn’t changed 
significantly compared to the previous year, even 
though we saw an increase of the percentage of 
‘Insecure Services enabled’ from 8% to 21% and a 
slight decrease in some of the other categories. The 
main findings category is still ‘Misconfigurations’. 

Last year we concluded that the most common 
issues are all relatively easy to resolve and that hasn’t 
changed much. However, it is apparent that some 
organisations might find it difficult to address or 
prioritise these findings and execute a remediation 
plan, although we also see that most of our clients take 
it seriously and address the critical and high impact 
vulnerabilities. 

To ensure that your organisation takes OT security 
seriously it needs to adopt a positive security culture 
through strong governance and a focussed operating 
model. This will allow the company to prioritise the 
remediation activities and maintain the systems in a 
secure manner.
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Vulnerability severity levels by year
The following charts represent the severity of 
vulnerabilities encountered in recent years. 

The most prominent findings from the comparison with 
previous years are: 

 \ The severity levels for vulnerabilities recorded 
for the period January 2019 to July 2020 were 
significantly different to those previously recorded 
12-month periods. 

 \ The proportion of Critical and High severity 
vulnerabilities were almost halved compared with 
previous years. 

The fall in vulnerabilities with High or Critical impact 
is a positive indication that on one hand vendors 
and suppliers have started taking better care of 
implementing security measures in their products and 
on the other hand asset owners have put more work in 
remediating the vulnerabilities by e.g. patching systems 
or even procuring and implementing new securely build 
systems and networks. Such a joint effort is needed 
to further reduce the number of vulnerabilities in OT 
systems and networks.  
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Vulnerability Metrics in 2019 
The following vulnerability Metrics for 2018 and 2019 are based on CVSS v3 scores from ICS-CERT advisories. Applied 
Risk undertook the research by applying a specific methodology: only OT-related vulnerabilities contained with ICS-
CERT advisories and vendors’ data in the public domain were considered. In 2019, 293 CVEs (Common Vulnerabilities 
and Exposures) were analysed compared to 323 in 2018. This dataset is large enough to be able to identify broader 
trends among the CVEs as well as allowing a valid comparison with the previous period. 

1% 4%

19% 27%

6% 9%

75% 60%

83% 79%

17% 21%

85% 70%

12% 22%

2% 8%

68% 70%

32% 30%

83% 80%

17% 20%

18% 24%

30% 19%

52% 57%

26% 33%

23% 14%

52% 53%

21% 20%

21% 15%

58% 65%
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None None

None None

None None

Network Network
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Availabilty impact Availabilty impact

Integrity impact Integrity impact

Confidentiality impact Confidentiality impact

Scope Scope

User interaction User interaction

Priveleges Required Priveleges Required

Attack Complexity Attack Complexity

Attack Vector Attack Vector

2018 2019

Changed Changed

Required Required

Low Low

Low Low

Adjacent Adjacent

Low Low

Low Low

Low Low

High High

High High

Local Local
Physical Physical

High High

High High

High High
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Our findings revealed an overall trend that the likelihood 
of exploiting the found vulnerabilities has decreased 
slightly but are still high. As an example, in 2019 70% of 
the vulnerabilities required no privileges to be exploited 
versus 85% in 2018. The trend goes in the right 
direction, but the percentage is still far too high. The 
same can be seen for the other indicators like attack 
vector and attack complexity. 

On the other hand, the impact of the vulnerabilities has 
slightly gone up for Confidentiality, Integrity as well as 
Availability. Among the analysed vulnerabilities 65% 
had high availability impact, compared to 58% in 2018. 
Therefore, the message remains the same as last year. 
As soon as attackers have gained a foothold into your 
environment it is not difficult to wreak havoc and impact 
your OT systems. 

The overall risk has remained similar to the previous 
year. The likelihood of exploitation of vulnerabilities has 
slightly decreased, while the impact of the exploitation 
of the vulnerabilities has slightly gone up. This means 
that the risk equation (risk = likelihood * impact) has 
stayed more or less the same. 

The worrying takeaways from last year’s report still 
count. Vulnerabilities found in ICS devices and 
software are still remotely exploitable, require limited 
or no privileges, have low complexity requirements 
to perform, and have a High or Critical impact on the 
availability of assets. Still, the layered security approach 
is the best way to go. Again, fixing the basics is where 
it starts. Practicing good cyber hygiene will have a 
positive effect on the OT security posture of your 
organisation.

“As the global maritime sector depends 
more and more on digitalisation, 
integration of operations, and 
automation, OT security becomes 
increasingly important to grant the 
future of secure shipping. Assessments 
have provided us with valuable input 
for improving the security of our 
vessels.” 
Manager ICT at Shipping Company (NL)
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Applied Risk’s assessment of the state of OT security for 2019 and first half 

of 2020 leads to the conclusion that the main challenges observed in the 

field continue to stem from deficiencies in governance. Clear ownership must 

be properly defined in order to drive all the OT security improvements in the 

organisation within a strategic framework and maintain such commitment over 

the long term. Equally important are the business goals and the organisation’s 

vision of OT security. 

Recommendations



The State of Industrial Cyber Security 2020 | 29

Building a long-term OT security 
strategy using ARM™

In response to the common pitfalls encountered, we 
have developed the Applied Risk Methodology (ARM) 
to provide guidance for improving an organisation’s OT 
security posture, within a continuous, interactive and 
collaborative process.  

Executive buy-in is crucial in implementing any effective 
OT security program. The improvement initiatives 
must adapt to the ever-evolving threat landscape. 
Consideration must be given to the inescapable 
fact that cyber security is about People, Processes 
and Technology. Technology alone cannot solve 
all problems. There must be a people-and-process 
centric approach, with training and awareness of all the 
workforce embedded into the DNA of the organisational 
culture.

Assess: Understand the current security posture, 
security framework, assets and criticality within a 
facility.  
Remediate: Develop a prioritised approach to 
overcoming or eliminating the security vulnerabilities.  
Manage: Ability to securely manage the OT 
infrastructure, and to maintain and improve the cyber 
security processes.

Assess your OT and understand 
the risks
Poor cyber security is not always the inevitable result of 
budgetary constraints. Often shortcomings stem from 
OT environments being only poorly understood. An OT 
security assessment will enable a better understanding 
of the current cyber security state from the outset, 
allowing a baseline to be established and progress to 
be effectively measured throughout the process. An OT 
security assessment will benchmark the current security 
posture against industry best practices, relevant 
standards and also initiatives taken by industrial peers 
and competitors.

An OT security roadmap will establish the pathway 
for a prioritised 5-10 year implementation plan, 
with the purpose of effectively deploying strategic 
improvements across the OT environment. 

 \ Identify and regularly review OT cyber risk and 
vulnerabilities to specific risks 

 \ Understand Supply Chain Risk, and implement 
controls and assessments to mitigate risks 
emanating from the supply chain 

 \ Understand and establish the visibility of the OT 
ecosystem and critical assets by creating an 
accurate asset inventory and implementing an 
asset management procedure to maintain that

 \ Evaluate whether or not vendors’ products and 
processes meet OT security requirements

 \ Assess the current system network architecture 
and analyse the effectiveness of current security 
controls 

 \ Ensure suitable expertise to deliver assessments 
and the program overall; the recruitment of external 
specialist resources might be necessary 

 \ Define the business rationale and any consequent 
decisions; prioritise improvements identified as 
essential to help in securing funding.

ARM

Remediate 
& mitigate 

impact

Assess your OT 
& understand 

risks

Manage OT 
security

“The only way to maintain operational 
efficiency and security is to have an 
OT cyber security program which is 
constantly evolving.” 
Head of OT Security, Pharma Supply Chain
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Remediate and mitigate impact
Implementing a Cyber Security Management System 
is a strategic change that will significantly improve 
an organisation’s OT security posture. This will be 
achieved through engaging all the relevant parties - 
including suppliers and vendors - and must align with 
the latest cyber security standards such as IEC62443 
or the NIST and NIS EU directives.

 \ Develop a secure reference architecture
 \ Review and update security policies and 

procedures, and create any that do not exist. If 
necessary, develop a full security framework  

 \ Review and strengthen access control by 
developing an OT password policy and enforcing it 
right across the OT domain. Identify those systems 
in which default credentials are still being used and 
apply the password policy 

 \ Deal with outdated and vulnerable software. Work 
with vendors and system integrators to assess 
the impact of performing such changes without 
necessitating shutdowns 

 \ Replace obsolete or unsupported operating 
systems and software. If that is not immediately 
possible, develop a roadmap for replacing these, 
while considering strictly time-limited mitigation 
strategies 

 \ Revisit physical security and improve practices, for 
example in the handling of physical keys. Upgrade 
existing physical security controls as part of the OT 
security improvement roadmap

 \ Implement and validate security monitoring 
capabilities. Practical assessments such as purple 
team engagements can be used to validate manual 
and automated capabilities 

 \ Carry out staff training to continuously improve 
awareness, knowledge and skill levels. 

Manage OT security
Increased situational awareness at the OT level will 
help facilitate a sustainable and durable cyber security 
program. Once the secure reference architecture 
has been implemented, the cyber security controls to 
support the vision are in place and staff have been 
trained, it is vital that a structured approach is adopted 
moving forward to successfully manage OT security, 
going hand-in-hand with an implemented Target 
Operating Model to ensure that the optimum resources 
are available to carry out structural OT security 
activities.

 \ Implement the Target Operating Model 
 \ Document and track implementation by developing 

KPIs and internal dashboards 
 \ Define and document internal processes and 

Standard Operating Procedures (SOPs) 
 \ Create (if none yet exists) and test the Incident 

Response Plan
 \ Implement ongoing monitoring for anomaly and 

vulnerability detection 
 \ Conduct regular penetration testing, hardening and 

security drills, keeping up-to-date with the latest 
improvements 

 \ Gather relevant threat intelligence and promote the 
continued assessment of the latest threats being 
discovered and reported to ascertain their possible 
impact 

 \ Incorporate OT security into the management of 
change procedures.

“With increased IT/OT integration, 
the visibility of OT traffic will become 
even more challenging without 
logging and monitoring. Traditional OT 
cybersecurity countermeasures will 
probably be insufficient and outdated 
requiring integrated solutions.” 
Automation Superintendent – Mining Company
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Final  
Thoughts
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For OT security, 2020 will be remembered 

for an increasing threat landscape and 

more successful attacks leading to public 

disclosure, new ways of working in 

response to the COVID-19 restrictions and 

- for some sectors - substantial reductions 

in OT security budgets.

Although many companies continue to take OT security 
seriously, much scope for improvement remains. In 
addition, a lack of situational awareness is leaving 
many companies unprepared for unprecedented and 
unforeseen change, such as COVID-19 necessitating 
remote working within OT.
 
It is now more important than ever to not only implement 
effective cyber security measures but also develop 
long-term strategies to promote a “cradle to grave” 
approach to protect OT assets against ever-evolving 
threats. Most companies still have much work to do 
to reduce their business risk and positive action will 
only start to have long-term positive impacts once OT 
security is fully embedded into company culture.
 
If there isn’t a continuous cycle of Assess, Remediate 
and Manage, then the company will soon be 
overwhelmed by a myriad of threats that could fatally 
expose its business. Now more than ever, industries 
with reduced or stretched specialist OT security 
resources need to form partnerships with expert  
third-party OT security organisations to help protect 
their industrial operations. 
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