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Overview 

The RC-LicenseManager, as part of Reliable Controls RC-Studio (MACH-System) software 

bundle for building management system, is a software utility that is used to manage software 

licenses for Reliable Controls software products. The application uses a search path that 

contains an unquoted element, in which the element contains whitespace or other separators. 

This can cause the application to access resources in a parent path.  

Affected products 

The following versions are affected: 

• RC-LicenseManager 3.4 (SMService.exe) 

The vulnerability has been discovered and validated in software version 3.4. 

Impact 

There is the potential for arbitrary code execution with SYSTEM privileges of the vulnerable 

program. The program could be redirected to the wrong files, potentially triggering a crash or 

hang when the targeted file is too large or does not have the expected format. An attacker has 

to have a registered account on the workstation as normal user for exploitation to be successful 

and to execute unauthorized code or commands.  

Background 

RC-LicenseManager is a software utility used to manage software licenses for Reliable Controls 

software products. The affected service SMService.exe is running on Windows machines. 

Vulnerability details 

Unquoted Service Path Privilege Escalation  

The application suffers from an unquoted search path issue impacting the service 

‘SMService.exe’ for Windows deployed as part of MACH-System/RC-Studio software 

application. This could potentially allow an authorized but non-privileged local user to execute 



 

arbitrary code with elevated privileges on the system. A successful attempt would require the 

local user to be able to insert their code in the system root path undetected by the OS or other 

security application where it could potentially be executed during application startup or reboot. If 

successful, the local user’s code would execute with the elevated privileges of the application.  

Applied Risk has calculated a CVSSv3 score of 7.8 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H. 

Mitigation 

The vendor was contacted on 29 January 2019 but did not provide a response. 
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Contact details 

For any questions related to this report, or to request Applied Risk’s vulnerability disclosure 
policy, please contact Applied Risk Research team at: 

Email: research@applied-risk.com 
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